
Jens H. Weber and Craig Kuziemsky

Pragmatic Interoperability
for eHealth Systems

The Fallback Workflow Patterns

University of Ottawa
SHE@ICSE’19



2

What is interoperability?

Interoperability describes the extent to which systems
and devices can exchange data, and interpret that 
shared data. (HiMSS 2013)

Foundational Structural Semantic

Send/Receive Compose/decompose Understand
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Interop. Deemed unreliable
“Interoperability between different EHR systems has languished 
despite large efforts towards that goal.”

AMIA EHR 2020 Task Force Report, JAMIA May 2015 [Payne et al. 2015]

“eHealth interoperability is improving, but it remains a challenge.”
Antilope EU Interoperability Final Handover Workshop [Bourquard 2015]

“EHR adoption up, challenges in interoperability 
and meaningful use remain.”      

CIO Magazine [Corbin 2015]
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Where does it break down?
Ultimately, interoperability is about one system 
carrying out operations on behalf of another: the Use of data

Foundational Structural Semantic

Send/Receive Compose/decompose Understand

Pragmatic

Use



5

An emerging field…

44 unique definitions for Pragmatic Interoperability
F. W. Neiva, J. M. N. David, R. Braga, and F. Campos,
“Towards pragmatic interoperability to support collaboration: A systematic review and 
mapping of the literature,” Inf. Softw. Technol., vol. 72, pp. 137–150, Apr. 2016.

We are not going to add one here, but rather point 
out the consensus that
PI deals with Workflows
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Interoperability
Workflow Patterns

Akin to, which are design artifact Design Patterns, which
provide solutions to a recurring engineering problem

Engineering Guidance beyond Data Exchange Formats



Structure of the 
rest of this talk

A Sociotechnical Systems Model for
e-Referrals

Fallback Export / Import Patterns

Experience in Real-World Projects

Conclusions
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Referral

The act of sending of a patient to another 
physician for ongoing management of a
specific problem, with the expectation that the 
patient will continue seeing the original physician 
for co-ordination of total care.
J. C. Segen, “The Dictionary of Modern Medicine,” CRC Press, 2011 
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Computer-supported (e)Referrals
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A Socio-Technical Model for e-Referrals

Based on System Theoretic Accident Model and Processes (STAMP) [Leveson’11]

Hazards may arise from:
1. Inappropriate, ineffective or missing 

control actions, and
2. Inadequate or missing feedback.

Problems with foundational and
structural interoperability are rare

-> semantic interoperability issues
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Electronic Medical Summaries

• Often exchanged as HL7 CDA documents
• 3 Levels of standardization

• Level 1 CDA: only header is standardized
• Level 2 CDA: body structure is standardized (not content of entries)
• Level 3 CDA: content is fully encoded

D’Amore et al. observed 615 errors in a sample of 91 CDA documents, 
generated from 21 distinct technologies

J. D. D’Amore et al., “Are Meaningful Use Stage 2 certified EHRs ready for 
interoperability? Findings from the SMART CCDA Collaborative,” J. Am. Med. Inform. 
Assoc., vol. 21, no. 6, pp. 1060–1068, Nov. 2014.

Even certified interoperable systems are unreliable:
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Two principle types of root causes for
incorrect/incomplete semantic encoding

1. software defects 
(i.e., the HIS export function fails to generate the correct encoding)

2. human factors / user errors (i.e., the HIS user failed to use the 
system as intended by its designers).
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Towards an error-tolerant systems model
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A more detailed model of the e-Referral Workflow

The reliability of the workflow presented depends on the reliability of the medical 
summary export and update operations.
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The Fallback Export Workflow Pattern

Context
• Electronic medical summaries are exported at one HIS in order to be sent to 

one or more receiving HIS.
Problem
• Semantic interoperability requires the exchange of encoded (i.e., machine-

readable) information.
• Medical summaries also contain human-readable content.
• Empirical studies have shown frequent errors in the machine-readable 

content and inconsistencies with the human and machine-readable. 
Such problems may lead to safety issues, in particular inappropriate, 
ineffective or missing remote interventions.

Solution
• The Fallback Export (FE) pattern provides a generic workflow with the 

purpose of detecting and correcting the above problems during the export 
of medical summaries. The workflow “falls back” to exporting human-
readable content only if the above problems with the machine-readable 
content cannot be resolved.



16

The Fallback Export Workflow Pattern
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Implementation Comment
•User should validate concordance of 

summary data *after* generation of IIR
• This requires “standard” way of viewing 

interoperable summaries
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The Fallback Update Workflow Pattern
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Implementation Comments
• Users should validate concordance

of data *after* update
• The import software may work as 

designed – but if the user cannot 
recall the imported data, then 
pragmatic interoperability breaks 
down



Industrial Application

• The collaborate with two e-Referral engineering 
projects (B.C. and Ontario)
• Fallback Interoperability Workflow patterns

are implemented in B.C. project
• BC Clinical Data Exchange https://bccdx.ca
• OSCAR EMR (Open Source System)

https://bccdx.ca/


Conclusions

• Interoperability seen as a “systems property”
(with humans inside)
• Pragmatic interoperability (use of information)

deserves more attention
• Interoperability not a “yes/no” property that

can be established in conformance testing
• Need to design systems that are tolerant to failure

jens@uvic.ca


