Pragmatic Interoperability
for eHealth Systems

The Fallback Workflow Patterns

Jens H. Weber and Craig Kuziemsky

University |
L_F of Victoria SHE@ICSELS

TELFER

University of Ottawa



What is interoperability?

Interoperability describes the extent to which systems
and devices can exchange data, and interpret that
shared data. (HiMSS 2013)
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Interop. Deemed unreliable

“Interoperability between different EHR systems has languished
despite large efforts towards that goal.”

AMIA EHR 2020 Task Force Report, JAMIA May 2015 [Payne et al. 2015]
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“eHealth interoperability is improving, but it remains a challenge.’

Antilope EU Interoperability Final Handover Workshop [Bourquard 2015]

“EHR adoption up, challenges in interoperability
and meaningful use remain.”

CIO Magazine [Corbin 2015]




Where does it break down?

Ultimately, interoperability is about one system
carrying out operations on behalf of another: the Use of data
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An emerging field...

44 unique definitions for Pragmatic Interoperability

F. W. Neiva, J. M. N. David, R. Braga, and F. Campos,
“Towards pragmatic interoperability to support collaboration: A systematic review and
mapping of the literature,” Inf. Softw. Technol., vol. 72, pp. 137-150, Apr. 2016.

We are not going to add one here, but rather point
out the consensus that
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Engineering Guidance beyond Data Exchange Formats

Interoperability
Workflow Patterns

Akin to, which are design artifact Design Patterns, which
provide solutions to a recurring engineering problem
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Referral

The act of sending of a patient to another
ohysician for ongoing management of a

specific problem, with the expectation that the
patient will continue seeing the original physician
for co-ordination of total care.

J. C. Segen, “The Dictionary of Modern Medicine,” CRC Press, 2011
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A Socio-Technical Model for e-Referrals

Based on System Theoretic Accident Model and Processes (STAMP) [Leveson’11]
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Electronic Medical Summaries

* Often exchanged as HL7 CDA documents
* 3 Levels of standardization

* Level 1 CDA: only header is standardized
* Level 2 CDA: body structure is standardized (not content of entries)

* Level 3 CDA: content is fully encoded

Even certified interoperable systems are unreliable:

D’Amore et al. observed 615 errors in a sample of 91 CDA documents,
generated from 21 distinct technologies

J. D. D’Amore et al., “Are Meaningful Use Stage 2 certified EHRs ready for
interoperability? Findings from the SMART CCDA Collaborative,” J. Am. Med. Inform.

Assoc., vol. 21, no. 6, pp. 1060—-1068, Nov. 2014.




Two principle types of root causes for
incorrect/incomplete semantic encoding

1. software defects
(i.e., the HIS export function fails to generate the correct encoding)

2. human factors / user errors (i.e., the HIS user failed to use the
system as intended by its designers).




Towards an error-tolerant systems model
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A more detailed model of the e-Referral Workflow

Referrer

The reliability of the workflow presented depends on the reliability of the medical
summary export and update operations.
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The Fallback Export Workflow Pattern

Context

e Electronic medical summaries are exported at one HIS in order to be sent to
one or more receiving HIS.

Problem

* Semantic interoperability requires the exchange of encoded (i.e., machine-
readable) information.

* Medical summaries also contain human-readable content.

* Empirical studies have shown frequent errors in the machine-readable
content and inconsistencies with the human and machine-readable.
Such problems may lead to safety issues, in particular inappropriate,
ineffective or missing remote interventions.

Solution

* The Fallback Export (FE) pattern provides a generic workflow with the
purpose of detecting and correcting the above problems during the export
of medical summaries. The workflow “falls back” to exporting human-
readable content only if the above problems with the machine-readable
content cannot be resolved.




The Fallback Export Workflow Pattern
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e User should validate concordance of
summary data *after* generation of IIR

* This requires “standard” way of viewing

Implementation Comment

OSCAR Consultation Request

() localhost:8083/osca r/oscarEncounter/ViewRequest.do?requestld=24

Consultation

interoperable summaries

Created by: Update Consultation Request Update Consultation Request & Print Preview Print Preview Update & Send CDX e-Referral
Welby, Marcus  ||Referral Date: |2019-05-23 Patient: ELDER, JUNE
E-Referral Service: Cardiology Address: 456 Main Streets
History Consultant: (CDX) Plisihb, Lucius Dr. Tel.No.: 416-555-6789
Status )|Cell !\lo.:
Nothing: |Urgency Non-Urgent Email:
© Pending Phone: Birthdate: 1942-06-06 JUNE ELDER
Specialist Fax: Sex: F
Callback Health Card No.: 8888999904 ZE ON
. oC . June 6, 1942
Pending Address |send to: o Toams —— Date of Birth R 7é Female
Patient Z. - ge:
Appointment Notes:
Callback Appointment 2P
Completed Instructions Home:
Appointment Date: | y ';::;ent Contact B Patient IDs 8888999904 (BC Patient Health Number)
Attach Fileto | Appointment Time: AM Last Follow Up Date: | Toronto, null M6P 414
Consultation Tel (Home): 416-555-6789
Currently Attached Letterhead Name: Welby, Marcus Primary @s FIEHS
Files: . . 5
) Letterhead Address: Hamilton Hamilton Ontario LOR 4K3 93188 (BC Ministry Practitioner ID)
Le;’;‘:d Letterhead Phone: 555-555-5555
Blue - Documents || Letterhead Fax: faxUser1 Home:
Purple - Labs

Reason for Consultation

Heart arythmia|

4

Pertinent clinical information:

|_Social History | | Family History | | Medical History | | Ongoing Concerns | | Other Meds |

Reminders Risk Factors Medications Long Term Medications

Mother had Alzheimer’s, onset age 70. Father had Acute Myocardial Infraction age 50. Father retired in 2000

Significant concurrent
problems:

| Social History | | Family History | | Medical History | | Ongoing Concerns | | Other Meds |

Reminders Risk Factors Medications Long Term Medications

History of heavy alcohol consumption.
Tobacco smoke - Second hand smoke

Recipient Contact
Info

Authoring
System

Author Contact
Info

Document

Maintained By

Document
Created

null, null null
Tel (Home): 2504140376

Oscar Service Provider
Marcus Welby

Hamilton
Hamilton, Ontario LOR 4K3
Tel (Home): 555-555-5555

cdxpostprod-otca (CDX Clinic Registry ID) - Oscar Test Clinic A

May 12, 2019, 04:04+0000

Document Id 17bb2879-fcf8-4d6¢c-870d-cd61770668e2 (CDX Clinical Document ID)




The Fallback Update Workflow Pattern
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Implementation Comments

localhost

Encounter - ELDER, JUNE F 76 years

MRP DR. MARCUS WELBY ELDER, JUNE F 76 years 416-555-6789  Next Appt:
Medical Histol +_| Social Histo -
HzZV o Hysterectomy: PM/S Hx Note
RZV o Corneal Ulcer: Note about corneal ulcer
Td
FOBT
BMD
H1IN1 v
Tickler =
outstanding lab, one GFR 25-Apr-2018 o Problem list note for Infective Otitis Externa o Transportation needs - Spouse unavailable
overdue flu shot o 25-Apr-201g | Infective ofitis externa or Acute swimmers' ear
overdue for annual physic:... 25-Apr-2018
Disease Regist! +
ALLERGIC RHINITIS*
DIABETES MELLITUS*
ANGINA PECTORIS* ... 29-Mar-2018
r A
*Lab Req 2007* ... 29-Sep-2018 - Search L OSCAR Search
Filter Calculators Templates
e —— e —
eReferral Note ... 14-May-2019 9 by Marcus Welby.
Ref | Not ... 14-May-201
zR:f:::ZI Ngtz 1 4-M:z-2012 Document General Lab Report template created at Thu May 02 17:46:22
eReferral Note ... 14-May-2019 PDT 2019 by Marcus Welby.
eReferral Note 2 2 LD ocument Microbiology Lab Report template created at Thu May 02
eReferral Note BRIl 17:46:53 PDT 2019 by Marcus Welby.
Lab Result + ;
CHEMISTRY R STy ARl ocument Referral note created at Fri May 0 2 PDT 2019 by Marcus
CHEMISTRY ... 12-Sep-2017
ROUTINE ... 31-Jul-2017 19 by Marcus
ROUTINE ... 26-Jul-2017
CHEMISTRY ... 12-Sep-2016
CHEMISTRY ... 10-Aug-2016v

!

Messenger

Report on bulk setting of |... 10-Nov-2018
Report on bulk setting of |... 03-Nov-2018
Measurements

CDM Indicators

Health Tracker

Diabetes Flowsheet

I

AlC ... 520-Oct-2017
FBS ... 10.2 20-Oct-2017
Cardiology ... 23-May-2019
Cardiology ... 17-May-2019
Cardiology ... 17-May-2019
Cardiology ... 17-May-2019
Cardiology .. 17-May-2019
Cardiology ... 17-May-2019 +»

Register for PHR

2019 by Marcus Welby.

Document eReferral Note created at Fri
Marcus Welby.

Document General Lab Report created at Fri May 17 12:39:22 PDT 2019 by
Marcus Welby.

Document General Lab Report created at Fri May 17 12:40:42 PDT 2019 by
Marcus Welby.

Document General Lab Report created at Fri May 17 15:15:12 PDT 2019 by
Marcus Welby.

[Document History & Physical Note created at Fri May 17 15
by Marcus Welby.

[27-May-2019 .: Lab Results]

Help | Abou
-
Allergies +
PEANUTS ... 06-Jul-2018
PENICILLINS ... 29-Mar-2018
CELEBREX 100MG ... 29-Mar-2018
Other Meds +
Risk Factors +

Tobacco smoke - Second hand smoke
History of heavy alcohol consumption.

Family Histo +
Father had Acute Myocardial Infraction age 50...
Mother had Alzheimer’s, onset age 70.

I

Unresolved Issues
CORNEAL ULCER*
ACUTE MYOCARDIAL INFARCT*

Resolved Issues +
Health Care Team +

Users should validate concordance
of data *after* update

The import software may work as
designed — but if the user cannot
recall the imported data, then

pragmatic interoperability breaks
down




Industrial Application
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* The collaborate with two e-Referral engineering 5 -\
projects (B.C. and Ontario)

* Fallback Interoperability Workflow patterns
are implemented in B.C. project

* BC Clinical Data Exchange https://bccdx.ca
 OSCAR EMR (Open Source System)



https://bccdx.ca/

Conclusions

* Interoperability seen as a “systems property”
(with humans inside)

* Pragmatic interoperability (use of information)
deserves more attention

* Interoperability not a “yes/no” property that
can be established in conformance testing

* Need to design systems that are tolerant to failure




